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Abstract: Aiming at the severe challenges of access control policy redundancy and conflict detection, the efficiency of
access control policy evaluation in complex network environment, an attribute-based lightweight reconfigurable access con-
trol policy was proposed. Taking the attribute-based access control policy as an example, the attribute-based access control
policy was divided into multiple disjoint atomic access control rules according to the operation type, subject attribute, object
attribute, and environment attribute in the access control policy. Complex access control policies were constructed through
atomic access control rules and an algebraic expression formed by AND, OR logical relationships. A method for redundancy
and collision detection of atomic access control rules was proposed. A method was proposed for decompose a complex
access control policy into equivalent atomic access control rules and an algebraic expression. The method for redundancy
and collision detection of complex access control policies were proposed through redundancy and collision detection of
equivalent atomic access control rules and algebraic expressions. From time complexity and space complexity, the efficiency
of the equivalent transformation access control policy was evaluated. It showes that the reconstruction method for access
control policy greatly reduces the number, size and complexity of access control policy, improves the efficiency of access
control policy redundancy and collision detection, and the efficiency of access control evaluation.
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return false;

/433 rule, F rule, ¥ 8 M A2

n;=GetRuleAttNumber(rule;);
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O ety | WIS

REFEAS

AL Ruleopiy | SUUSE S

U HLAR A
RuleSetOP | ¥#LlRuleSetop atomicRuleSet

wer RuleOP e -
BRAEXEUHET A [ iriem éﬁ&ﬁ%ﬂgggmmmMWM ARSI | j s

4’% ﬁ%]‘ziﬁf;p ;:Eiz;_ttﬁmmic

B T P 7 e 423 TR U 23 5 S5 e AL
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T (read) #A/EME (write) #4E, rule 2 A
Rule;eaq 1 Ruleysice o 557 B ZL GetRuleFExp( AR5 A
()3 () U7 el RN AE ) rule Hp IR)IB R OC R AR I
rule ARECRIEZ fo B, N rule=<permit,
department={“A”, “B”} Alocation=“D://” read>\
<permit, department={“A”, “C”} Alocation=“D://”,
read>\/ <permit,department={“A”, “C”} Alocation=
“Di//” write>, B rule AT LM A s U n 45 11
FHN] Rulereaq F15 U5 )42 HIEN Ruleyrier Rulereas=
<permit,department={ “A” , “B” }/\ location=
“D://” read>\ <permit,department={“A”, “C”} /A

location= “D://” read>, Rule,j=<permit, depart-
ment={ “A” , “C” }Alocation= “D://” ,write>,
Axt, xo)= x1 Voot txxg. H x £78 Ruleeags
x2 22718 Ruleyyie o L7 7] 425 il L Rulereaq Ruleysice
MAEIA T £ ] LA A H D5 1) 2R rule.

H3% 2 DecomposeRule(rule,RuleOP,n)

BN R rule

e I NG K 7 R (Ep A Rl ] E o B U S
RuleOP, RuleOP s il 2 il KLU (1) N4 n, AREIR
ik

OP=9;

RuleOP=9;

/A EIFN rule 65 AT 5

OP=GetRuleOperator(rule);

n=0;

While(OP.isEmpty())

{

IBRIERAES A OP - AMAE op, NS
OP M+ op

op=Getop(OP);

/AFEIREIN rule WA op XAV 1) U ] 45 il )
Ruleop=GetOPRule(rule,op);

n++;

RuleOP=AddRule(Ruleop);

H

GetRuleFExp(rule, RuleOP, f)

.75 3 DecomposeRuleOp(Ruleop,RuleSetOP,
Nops Jop) W U I HIREIN Ruleop 1)1 SUFIZHEOC R
AT HT, R Ruleop 73 f#A nep, NMEFERHT . H
A0 R s I BRI EASAHAS U I 428 1
WI4E RuleSetOP, fq, 47 )42 il K] Ruleop X b
AR L, Uy el 2 AR RuleSetOP

FIAREL L I o AT LA A 07 ) 455 R ) Ruleop
U ] 75 U 42 4 RuleSetOP H ) 4 — A B
RuleSetOP[i] 2 A% — M A S B F1 - Fh U [n] 425 7l
L, RuleSetOP[i]= <effect,<att,value>, op>, op st
BAESS OP HHI—ANJCE, effect S2{ “permit” ,
“deny” Y HI— .
vk 3 156 A% GetPermitRule(Ruleop) s
FIHL Ruleop H 1 € AU NIEE S rulePSet, 1
PR GetRuleFExp(Ruleop, rulePSet, fo,p)73E]K1 0
Ruleop " i sE AR ALK IL X foppe VIR
41 GetDenyRule(Ruleop) 3 ZIHLI Ruleop 175 & #
BUHEAE A ruleDSet, i H A% GetRuleFExp (Ru-
leop, ruleDSet, fopp)fF EIKLI Ruleop H 5 i # AN
MIAREERIE K foppe L 3 A8 5N Ruleop 55
B0 AN AH A R U 0] 45 R0 4 5 RuleSetOP,
RuleSetOP Jj rulePSet 1 ruleDSet 42, RELIA
K fop= foppU ~oppo BIUI, rule,aq= <permit, de-
partment={ “A” , “B” } Alocation= “D://” ,
read>\/ <permit,department={“A”, “C”} Alocation=
“D:/” read>, WILFVE 3 BN rulea RN
RuleSetread[1]= <permit,department={“A”, “B”} /A
location= “ D://” ,read>#1 RuleSetread[2]= <per-
mit,department={ “A” , “C” } Alocation= “D://” ,
read>o fread(x1,X2)=x1 VX2=x1FX2+FX1X20
&% 3 DecomposeRuleOp (Ruleop, RuleSe-
tOP,np, fop)
I B Ruleop
it SR Ruleop S5V Il 44 il ) £
7 RuleSetOP, RuleSetOP H 40 5% 5 i 45 il KL ) £
B s MRLIIHERIE /)
/AFEN Ruleop HHERAE op RN %E HZ AL
Fn)
rulePSet=GetPermitRule(Ruleop);
1op=0;
if(rulePSet£®)
nop =GetRuleNumber(rulePSet);
GetRuleFExp(Ruleop, rulePSet, fo,p);
/ASZHLN] Ruleop X W ¥ 75 5 F2 A )
ruleDSet=GetDenyRule(Ruleop);
if(ruleDSet£®)
n;= GetRuleNumber (rulePSet);
Nop=NopT 115
GetRuleFExp(Ruleop, ruleDSet, f,p);
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RuleSetOP= rulePSet | ruleDSet;

fop:ﬁ)pP U ~f0pD

WIS 3 43 U I PE A A RuleOP ' n
A7 A4 U Ruleop HEAT 7 il 55354k, 43 43
BIEAVT RGN Ruleop XN [ B AAHAZ K115
] 2 I EE & RuleSetOP M A REERIE K fop1,
Sop2s+ s fopns VI FIFE AR rule XF B R ARE KL AN
f(ﬂplafopb'”,fopn)o

HAr, UiREHEIUEE S RuleSetOP[i]H 44>
ViU RuleSetop FFANE 7N, &AL
M2 [ B AFAETL R AP 5, HiE 4 T R
DecomposeAtomicRule  (RuleSetop, conflictflag,
atomicRuleSet, fuomic Matomic)s TEILVELE —FHRAER
TR —Ffr 7 ) 42 )8R BN ruleSetop 73 55
BRI HAFHAZ () )51 FU B4 atomicRuleSet, Jf°
RSE W AN 2 T2 AT AEAETUARFIPRSE, W AA A
5, B RERC conflictflag & 4 true;  WHRAELETT
4, B I ML EE A atomicRuleSet HHAFAETLAR R
MBEAT 5 F, 152 RuleSetop e it ¥ MLNIEE S
ARECERIE T fotomico

5% 4 Y FH R % GetRuleMinAttSet (RuleSetop,
attSet, Agomic) N RuleSetop #/NEEX A
attSet . PR %1 GetRuleMinAttSet( ) B 5¢ X Kt WU
ruleSetop " & PEXT AT TE LA AT, AR %8 X 2
Vi) PR 22 O R0 SR P 23 R IR Magomic 507N B PEXT
G BRI, Sed i) o Je o 0 B AR T
THAR Hh B A A a8 1 XS 20 ik 22 A g /DS 1) Je 1t
XHEE A . B, M RuleSetop 1 JE M X A
(<att;,value;> /A <atty,value,>) V (<atts,values>/\ <att,,
values>), FA%L GetRuleMinAttSet 753! JEEXTEES
attSet , attSet={{<att,value;>/\ <att,,
{<atts,values> /\ <atty,value,>} } - attSet JAL 5 2 A~ J0
%, attSet[1]= {<att;,value;> /\ <atty,value,>},
attSet[2]={<att;,value;> /\ <atty,values>} o bR %%
AddRule (atomicRuleSet, <effect, attSet[i],op>)HE#
<effect, attSet[i],op> A= & U 0 I o A\ B ) £ &
atomicRuleSet H. K%l GetRuleFExp (RuleSetop,
atomicRuleSet, faomic) 7 M1 B T M W) £ &
atomicRuleSet H £ i~ K I 1432 %5 O 2R 15 3] i
THEES atomicRuleSet £t~ HUU (r AR &
IEF fuomico BT, KA RuleSetop 7 fif % T 2 4
TR, atomicRuleSet[1]= <effect, attSet[1] ,op>F/l
atomicRuleSet[2]= <effect, attSet[2], op>, Kt I

value,>},

RuleSetop XMW [FAETFRIE R fromic= X1V xp=x; +x+
x1x2, x; LN atomicRuleSet[1], x, 27 #i W)
atomicRuleSet[2].

H 2B B BN atomicRuleSet H1 4% it
TR 2 8] W] BRI AE A TC AR R 5, U pR 4L
ConflictDetect( )F1 RedundancyDetect( )X J& 1~ FH I

£4 atomicRuleSet % 5t F N IEATTL A A 584
W . & % SimplyRuleFExp(atomicRuleSet, fiomics
Patomic) Vo BT BRI EE G AEAETUAR IR MAREI R 1A
P I, FEAGBARERIE R fomico BT, KN
RuleSetop = (atomicRuleSet[1]/\atomicRuleSet[2])V
atomicRuleSet[3] X . [ B A K 1A XN fuomic=
(1 Ax2) Vxs= xixptxstxxoxs o a1 B 7 K )
atomicRuleSet[ 1] atomicRuleSet[2]1FETLA%, ¥
atomicRuleSet[1]F1 atomicRuleSet[2]5 H 41—~ #r
) b B W) % #E  atomicRuleSet[1] ,  Ff #F
atomicRuleSet[3] i{ /£ atomicRuleSet[2], Jit 3K [
atomicRuleSet[3] A J5l 1IN EE G M4, B (1) ARk
LT foromic=x1 Vo= X1+ 1305 Magomic HH 3 HUFTA 2.
B, [ S AR I 3 A W) RuleSetread[1] Al
RuleSetread[2] 1+ 7£ JU 4 , RuleSetread[1] F
RuleSetread[2] ] LA & FF A — A 8 09 W
RuleSetread[1], RuleSetread[1]= <permit, depart-
ment={“A”, “B”, “C”} Alocation="D://”, read>,

BiZ 4
conflictflag, atomicRuleSet, fatomics Patomic)

M B RuleSetop

w5 RuleSetop 5201 B AFHAZ I
AFAETCR IR T NS4 atomicRuleSet, XV
PRERIE frtomicr T T FUMTIAEL naomic

//HRHE RuleSetop H B MEXTMZH KR, ¥
RuleSetop H (14 Ja P05 73+ fift iedne /N JE P £R

attest = GetRuleMinAttSet (RuleSetop, attSet,

DecomposeAtomicRule(RuleSetop,

Matomic);
for(i=0;i<naromic;it+)
{
/e <effect,attSet[i],op> I St FRENIEE A+
AddRule(atomicRuleSet,effect,attSet[i],0p);
H
GetRuleFExp(RuleSetop, atomicRuleSet, faomic);
SRS U SEpliENT alll
conflictflag=ConflictDetect(atomicRuleSet);
if(conflictflag=true)
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41 %

JE RuleSetop £ AE M5

/1B 7 ) & 5 0 4 Kl Redundancyflag=
RedundancyDetect(atomicRuleSet);

SimplyRuleFExp(atomicRuleSet, fatomic, atomic)

L 4, YT EZEHNEE S RuleSetOP
M ngp ANV AR HIFIN] RuleSetop HEAT 7 553k 4
s 23 AR B &N U7 [ HI) RuleSetop % R [H)
J RS . BEREBERE N fiomicts fiomics
Satomicngy WA ST 17 IR 46 75 RuleSetOP Xif [ (¥ 5
BARER L 3 fop(Fatomict s fatomicas - » Jatomicngp) o
42 EFREMHIFEHEHIRRIAO RS EMEL

LTI 1 U7 1) 47 ) S 2 R 22 A4S U 1) 455 il KA
W3 B o BB TR 45T SR P xS m AN il
TR IDE 1ok 525 R R e, ) B AT, m NV
e 2 SR DU B (R AR IE X0 K frf e ofme T
) FElsEng P RARECR A M, xo oo, xw)= Afh,
B S

5 ETEIEr EAYRY I B2 HI SR S R Tl

AT 43 ) DN 1] 52 2% BRI 1) 520 % J82 ) 0
JE P AT F A U7 ) 3 01 SRS AT VA
51 FEERE

BT RSV Il P SRS FE P 3T n AR
W, n TEAT R BRER B S, - 0 ) 275 n NECT
FR T ATEA Y 2% AN A7 s sims . o T
JEL T I AR B ik X A 2B 11 U e 5 o) SR s
HFEEAEAE n AN FHOUR 22 MBERER . 51
I 4l e AH L, AR F A7t 2 () T LA
WA, 2% AN AR IR 5 A R S e A
JECF R R AR AR EOC R, AR AR AL
52 HEEHRE

RTHT AT TR S SRS VPl R X AR S ) AT
FAL) 177 T T SRS (1 B ) A2 2% P A T e 1 AT

D7 e 97 51 SR 1 DP Ak B35 D Il 8 ) SR 4 DG
B A7 [ 28 I SR VPAG PR 2y o X T35 T B Ui
v 2 T SR IS (10 VP A 75 ZEARE U I i ok h 4 e . A
JEME . AR RN R A I ) 42 SR o ——
VC PR BIAH G IR U7 v 28 1 S gt AR DT IE 217 [n] 8
) S 6 T D 5 AN U ) 42 1l R0 Sk ) W S A T LUK
FARBEATAHOCERAE TR AN U7 [ 42 TR0 U] B
gE RANALA A 207 M SR e A g .
AUTVPAS I RE A Y, 1 2 5 B0 U i o1 S s 2
U ) o SR —— AT UL, R BAH IC 15 )

P A o 2 SR 2 b Uy ) 48 T SR B LUK
I, SRES R UCREL RS 2R O RS I H) o PRAL I 72
G it BN VL3 U i) 428 1 S o A A SR U )
P —— AT . BIUfE RS S, MEH
100 N5 )P I SEIE, 100 AN ) 428 il S w55 20
R 10 AP, RG S (17 In) 2861 s e
100 AU ) 428 1 M AR L% 10 S R BEFRT 100 MR
Hekik o MARGE S B EVs mEHIE K R, R
Vi FEHE sk R e . BMEME . BARE AR
BE @ XS 100 ANVj el 4 i SEms UL, 3 me%
FRI7 ) 428 Tl SRS o A0 an 077 Tl 28 i SR O BB 1T A FR) B
THER VG D: /filel SCfF. 1R ERAE. EAAJEIE.
A JeE PR B ISE Jeg 1 () I R AT UL o BB B SN
100 ANy [a] 5 il S g Hh 6 31 5 TR AT O I S 80
A, SEARAEA G U 2 1 S g vh 5 AR P
1A fRHNE 50 A, RERIEF KRN D:/filel
B AR BT R FIF rule, rule=<permit, depart-
ment = { “A” | “B” } Alocation= “D://” ,read>V
<permit, department={ “A” , “C” } Alocation=
“D://” read>\ <permit, department={“A” ,“C” } A\
location=“D://” ,write>. MVJj 7] 345 | S Mg VT ot 7
BT — IR UGG T A6 2% 1R N [ 8 1 A B I ]
1E FIRME R RG S Hhap UL 27 42 1 rule
FITAE 9 (R[] 4 100+80+50=230 A A7 I [1] .

X AR SCHR R T D R0 A A s R ]
P ) HEMG BEAT DT TN, 5 SE AR U Il 17 K rp i
PR, FRTGE A7 T 38 K HhAH R B4R 10 S R0, 4R
JE AR AR 2 M A5G g P A0 12 11 Jirt
TR B B 2 DU IR B R AR o X IR AE B
REES, 10 N FHPA 5 A1 RN SRR
FHOCHR, 5 FARJEPERSTT A AHICI SR04 3
AN, T 5 24K & 2 Do/Ailel OG- RUUHAE 14,
A B 2 I 7 ML) RuleSetread[1]= <permit, de-
partment={ “A”, “B”, “C” } Alocation=“D://",
read>. {5 10 /7~ B0 o DG P 380 d5z 2 st -~ 0 )
RuleSetread[ 11746 9% (R [0] 24 10+5+3=18 /M HLA
) o 230 AN FRALIN )L 18 KT 18 AN PRI ] o 5
7 P N G 5 5 WL e aked ] TR v e N =Ry
S N Al | A LT B 2 S T S|
RuleSetread[ 17T 4£ 3% I 0] /N T 18 ANFAAL I [A]

N TT 3 AR e 42 I SR VP AG B A 2 R I TR
T8 37 ) $ U rule X U5 )45 635 3k R ZEAT PRAL
I, SEVFEE DA/SCHFIEMAC{ A7, “B” ), il
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XU Il il SRk R BEAT T BT A 2 (R ) 22 /D 2 0d
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SR DA AR SCHR H (1 65 e 2 n] T A 1R U e 45
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